
DATA PROTECTION POLICY

This policy has been devised to comply with the Data Protection Act 1998

THE DATA PROTECTION ACT IN PRACTICE

THE RULES OF GOOD HANDLING – THE PRINCIPLES
Anyone processing personal data must comply with the eight enforceable principles of good practice. WILL agree that the data held will be: -

Fairly and lawfully processed;

· Adequate, relevant and not excessive;

· Accurate;

· Not kept for longer than necessary;

· Processed in line with the data subject’s rights;

· Secure;

· Not transferred to countries without adequate protection.

PROCESSING PERSONAL DATA
The act requires that personal data be processed fairly and lawfully. A data subject should be told the identity of the data controller and why that information is to be processed.

Processing may only be carried out where one of the following conditions has been met:

· The individual has given his or her consent to the processing;

· The processing is necessary for the performance of a contract with the individual;

· The processing is required under a legal obligation;

· The processing is necessary to protect the vital interests of the individual;

· The processing is necessary to carry out public functions;

PROCESSING SENSITIVE DATA
The Data Protection Act makes specific provision for sensitive personal data. Sensitive data include:
· Racial or ethnic origin;

· Political opinions;

· Religious or other beliefs;

· Trade union membership;

· Health;

· Sex Orientation;
· Criminal proceedings or convictions;

Sensitive data can only be processed under strict conditions, which include:
· Having the explicit consent of the individual;

· Being required by law to process the data for employment purposes;

· Needing to process the information in order to protect the vital interests of the data subject or another;

· Dealing with the administration of justice or legal proceedings.

PAPER FILES
All information held in WILL files will be held in accordance with the Data Protection Act.

SECURITY

WILL will undertake to take security measures to safeguard personal data.

· All office cabinets are to be locked;

· Information held on hard disc is to be kept in a locked cupboard/cabinet;

· Office door to be kept locked when no member of staff is in situ;

· When information is no longer needed it is to be destroyed by shredding

· Information on personal files will be treated in strictest confidence

· Information on personal files to be accessed only by the line manager or member of staff with relevant administrative duties.

THE RIGHTS OF INDIVIDUALS
The right of subject access:

The Data Protection Act allows individuals to find out what information is held about themselves on computer and some paper records. This is known as the right of subject access.

The right of rectification, blocking erasure and destruction:

The Data Protection Act allows individuals to apply to the court to order a data controller to rectify, block, erase or destroy personal details if they are inaccurate or contain expressions of opinion which are based on inaccurate data.

The right to compensation:

A data subject can claim compensation from a data controller for damage or damage and distress caused by any breach of the Data Protection Act. Compensation for distress alone can only be claimed in limited circumstances.

PROCURING AND SELLING OFFENCES

It is an offence to obtain, disclose, sell or advertise for sale, or bring the disclosure of personal data, without the consent of the data controller. It is also an offence to access personal data or to disclose it without proper authorisation. This covers authorised access to disclosure of personal data. There are some exceptions to this.

ENFORCED SUBJECT ACCESS OFFENCE
Unless one of the limited statutory exceptions apply, it is an offence for a person to ask another person to make a subject access request in order to obtain personal data about that person for specified purposes, such as precondition to employment.
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